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ABSTRACT

The road to a successful introduction of vehicularcommunications has to pass through the analysis of potential
security threats and the design of a robust security architecture able to cope with these threats. Broadcast
communications are critically important, as many safety-related applications rely on single-hop beacon
messages broadcast to neighbor vehicles. It becomes a challenging problem to design a broadcast authentication
scheme for secure vehicle-to-vehicle communications.In this paper, we undertake this challenge. In this paper,
communication technique is used for improved road safety with aid of Secure Prediction based authentication
scheme. Here, Beacons are used for secure V2V and V2R communication. When a large number of beacons
arrive in a short time, vehicles are vulnerable to computation-based Denial of Service (DoS) attacks that
excessive signature verification exhausts their computational resources. In contrast to most existing
authentication schemes, our SPBAIs an efficient and lightweight scheme since it is primarily built on symmetric
cryptography. To further reduce the verification delay for some emergency applications, SPBA is designed to
exploit the sender vehicles ability to predict future beacons in advance. In addition, to prevent memory-based
DoS attacks, SPBA only stores shortened re-keyed Message Authentication Codes (MACs) of signatures
without decreasing security.

Keywords: Secure Prediction based authentication, ITS, Denial of Service (DoS), Computational based Dos.

. INTRODUCTION

Initiatives to create safer and more efficient driving conditionshave recently begun to draw strong support.
Vehicularcommunications (VC) will play a central role in this effort,enabling a variety of applications for safety,
traffic efficiency, driver assistance, and infotainment. For example, warnings for environmental hazards (e.g.,
ice on the pavement) or abrupt vehicle kinetic changes (e.g., emergency braking), traffic androad conditions
(e.g., congestion or construction sites), and tourist information downloads will be provided by these systems.
Vehicular networking protocols will allow nodes, that is, vehicles or road-side infrastructure units, to
communicate with each other over single or multiple hops. In other words, nodes will act both as end points and
routers, with vehicular networksemerging as the first commercial instantiation of the mobile ad hoc networking
technology.

In this paper, we are specifically concerned with the followingproblem: how to design and build vehicular
communication protocols and systems that leave as little space as possible for misbehavior and abuse, and at the
same time, remain resilient to on-going attacks. We present, in Sec. Il, an analysis of the vulnerabilities of
vehicular networks and the salient challenges in securing their operation. Then, in Sec. Ill, we propose our
architectural view of how VC can be secured, along with a brief (due to space limitations) overview. We
present, in Sec. 1V, an brief description about the system flow diagram.Finally, we conclude this emerging area
of research in Sec. V.

1.  VULNERABILITIES AND CHALLENGES
A. Vulnerabilities
Any wireless-enabled device that runs a rogue version of the vehicular communication protocol stack poses a
threat. We denote such rogue devices deviating from the defined protocols as adversaries or attackers. The
adoption of a variant of the widely deployed IEEE 802.11 protocoll by the vehicle manufacturers makes the
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attacker’s task easier. And even possession of credentials cannot ensure alone the correct operation of the nodes.
The effects of differing types of attackers (internal or external, rational or malicious, independent or colluding,
persistent or random) can clearly differ. Here, rather than analyzing specific protocols,
we are after a general exploration of VC vulnerabilities.

Jamming The jammer deliberately generates interfering transmissions that prevent communication within their
receptionrange. As the network coverage area, e.g., along ahighway, can be well-defined, at least locally,
jamming is a low-effort exploit opportunity. As Fig. 1 illustrates, an attacker can relatively easily, without
compromising cryptographic mechanisms and with limited transmission power, partition the vehicular network.

Roadside
base staton

Fig. 1. Spectrum Jamming

Forgery The correctness and timely receipt of application data is a major vulnerability. Fig. 2 illustrates the
rapid “contamination” of large portions of the vehicular network coverage area with false information where a
single attacker forges and transmits false hazard warnings (e.g., ice formation on the pavement), which are taken
up by all vehicles in both traffic streams.

In-transit Traffic Tampering Any node acting as a relay can disrupt communications of other nodes: it can
drop or corruptmessages, or meaningfully modify messages. In this way, the reception of valuable or even
critical traffic notifications or safety messages can be manipulated. Moreover, attackers can replay messages,
e.g., to illegitimately obtain services such as traversing a toll check point. In fact, tampering with in-transit
messages may be simpler and more powerful than forgery attacks.

Impersonation Message fabrication, alteration, and replay can also be used towards impersonation. Arguably,
the source of messages, identified at each layer of the stack, may be of secondary importance. Often, it is not the
source but the content (e.g., hazard warning) and the attributes of the message (freshness, locality, relevance to
the receiver) that count the most. However, an impersonator can be a threat: consider, for example, an attacker
masquerading as an emergency vehicle to mislead other vehicles to slow down and yield. Or, an adversary
impersonating roadside units, spoofing serviceadvertisements or safety messages.

Privacy Violation With vehicular networks deployed, the collection of vehicle-specific information from
overheard vehicular communications will become particularly easy. Then, inferences on the drivers’ personal
data could be made, and thus violate her or his privacy2. The vulnerability lies in the periodic and frequent
vehicular network traffic: safety and traffic management messages, context-aware data access (e.g., maps,
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ferryboat schedules), transaction-based communications (e.g., automated payments, car diagnostics), or other
control messages (e.g., over-the-air registration with local highway authorities). In all such occasions, messages
will include, by default, information (e.g., time, location, vehicle identifier, technical description, trip details)
that could precisely identify the originating node (vehicle) as well as the drivers’ actions and preferences ( Fig.
3).

Altacker

Victims
contaminated
with fatse alarm

((o})
A Roadside
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Fig. 2. Message Forgery

On-board Tampering Beyond abuse of the communication protocols, the attacker may select to tinker with
data (e.g.,velocity, location, status of vehicle parts) at their source, tampering with the on-board sensing and
other hardware. In fact, it may be simpler to replace or by-pass the real-time clock or the wiring of a sensor,
rather than modifying the binary code implementation of the data collection and communication

protocols. Any VC security architecture should achieve atrade-off between robustness and cost due to tamper-
proof hardware.

B. Challenges
The operational conditions, the constraints, and the user requirements for VC systems make security a hard
problem, with the most significant challenges specific to the VC discussed here.

Network Volatility The connectivity among nodes can often be highly transient and a one-time event. For
example, two vehicles (nodes) traveling on a highway may remain within their transceiver range, or within a
few wireless hops, for a limited period of time. In other words, vehicular networks lack the relatively long-lived
context and, possibly, the personal contact of the device users of a connection to a hot-spot or the recurrent
connection to an on-line service across the Internet. Hence password-based establishment of secure channels,
gradual development of trust by enlarging a circle of trusted acquaintances, or secure communication only with
a handfulof endpoints may be impractical for securing VC.
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Fig. 3. Vehicle Tracking

Liability vs. Privacy To make the problem harder, accountability, and eventually liability, of the vehicles and
their drivers is required. Vehicular communication is envisioned as an excellent opportunity to obtain hard-to-
refute data that can assist legal investigations (e.g., in the case of accidents). This implies that, to begin with,
unambiguous identification of the vehicles as sources of messages should be possible. Moreover, context-
specific information, such as coordinates, time intervals, and associated vehicles, should be possible to extract or
reconstruct. But such requirements raise even stronger privacy concerns. This is even more so when drivers’
biometrics are considered: Biometrics, useful for enhancing vehicle access and control methods, are highly
private and unique data cannot be reset or reassigned.

Delay-Sensitive Applications Many of the envisioned safety and driver-assistance applications pose strict
deadlines for message delivery or are time-sensitive. Security mechanisms must take these constraints into
consideration and impose low processing and messaging overhead. Not only must protocols be lightweight, but
also robust to clogging denial-of-service attacks. Otherwise, it would suffice for an adversary to generate a high
volume of bogus messages and consume resources so that message delivery is delayed beyond the application
requirements, and thus, in practice, denied.

Network Scale The scale of the network, with roughly a billion vehicles around the globe, is another challenge.
This, combined with the multitude of authorities governing transportation systems, makes the design of a facility
to provide cryptographic keys a challenge per se. A technically, and perhaps politically, convincing solution is a
prerequisitefor any security architecture.

Heterogeneity The heterogeneity in VC technologies and the supported applications are additional challenges,
especially taking into account the gradual deployment. With nodes possibly equipped with cellular transceivers,
digital audio and Geographical Positioning Service (GPS) or Galileo receivers, reliance on such external
infrastructure should not be the weakest link in achieving security. For example, if GPS signaling can be
spoofed, can the correctness of node coordinates and time accuracy be assumed? Second, with a range of
applications with differing requirements, security solutions must retain flexibility, yet, remain efficient and
interoperable.
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I1l.  SECURITY ARCHITECTURE

In this section, we present the components needed to protectVC against a wide range of threats, some of which
are described in the previous section. We also aim at providing an AAA (authentication, authorization,
accounting) framework for VVC. Fig. 4 depicts the general architecture, the components

of which are described next.

Fast Auth Scheme:
One-time signature scheme named Fast Auth is used to provide lightweight, timely and nonrepudiation
authentication for vehicle-to-vehicle communications. Chained Huffman hash trees is use to generate a common
public key and minimize the signature size for beacons sent during one prediction interval. Exploits the
predictability of future beacons to achieve the instant authentication in VANETS.

o If the receiver misses a beacon, it cannot work in the rest of the current prediction interval.

e It cannot accurately collect the entire beacon message

e Also, it cannot increase the packet delivery ratio.

Secure Prediction Based Authentication System Module:

The following are the details in the sender side and receiver side details involved in the communication. Secure
Prediction based authentication is used in the sender side to detect Denial-of-Service attacks before the signature
verification. Enhanced attacked packet detection algorithm is used at the receiver side to detect malicious node.
To reduce the verification delay, SPBA is designed to exploit the sender vehicles ability to predict future
beacons in advance. Applications rely on vehicles OBUs to broadcast outgoing beacon messages and to validate
incoming ones. The broadcast beacons often contain information about position, current time, speed, direction,
driving status, etc. By frequently broadcasting and receiving beacons, drivers are better aware of obstacles and
collision scenarios. They may act early to avoid any possible damage, or to assign a new route in case of a
traffic accident in the existing route. SPBA makes use of both ECDSA signatures and TESLA-based scheme to
authenticate beacons. Similar to the TESLA scheme, SPBA also requires loose time synchronization. In
VANETS, it is naturally supported since messages sent by GPS-equipped vehicles are time stamped with
nanosecond-level accuracy.

Protocol Overview:
SPBA includes the process of generating a signature by a sender and verifying the signature by a receiver. First,
each vehicle splits its timeline into a sequence of time frames. Each time frame is also divided into a sequence
of beacon intervals, which we remark lo; I13; . . . ; In. In a time frame, to send the first beacon BO for lo, a vehicle
will perform four steps: chained keys generation, position prediction, Merkle hash tree construction, and
signature generation.

Sender Side Process:

e Chained Keys Generation:
At the beginning of a time frame, each vehicle generates n chained private keys for the next n beacons. It uses
one interval worth of private key for authentication as the TESLA scheme. In the following description, we call
these private keys TESLA keys.

e Position Prediction:
At each beacon interval, each vehicle predicts its position broadcast in the next beacon. To do so, vehicles
model all the possible results of movements between two consecutive beacons based on information of the past
trajectory.
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F_igure 4: System Architecture

e  Merkle Hash Tree Construction:
After position prediction, the vehicle will construct one interval worth of a public key and private keys. These
private keys are associated with the results of movements. MHT structure is proposed to ties these pre-computed
keys together and then generates a single public key or prediction outcome for all the possible movements.

e  Signature generation:
After position prediction and MHT construction, a vehicle signs the commitment of the hash chain and the
prediction outcome from MHT using ECDSA signatures, and broadcasts it along with the first beacon BO in the
time frame. For the rest of beacons such as Bi; By; . . .;Bn, the vehicle signs the message and the prediction
outcome from MHT using the TESLA keys assigned in the intervals I; I2;. . . ; In. It contains public keys, time
stamp To, and other important parameters.

Receiver Side Process:

e  Attack packet detection:
It is based on the position changing requirements. Attacked packets are identified by the following parameters
Frequency (f), Velocity (v), is Coefficient which is determined by the road characteristics and (VMax) is the
maximum speed. After receiving a beacon, a vehicle will perform the following two steps:

a) Self-generated MAC storage:
To reduce the storage cost of unverified signatures, the receiver only records a shortened re-keyed MAC. When
the receiver keeps the used key secret, SPBA provides security guarantees according to the size of beacon
interval and network bandwidth.

b) Signature verification:
For the first beacon, the receiver veryfies the ECDSA signature. To verify the following signed Bi, the receiver
will get the corresponding TESLA key, and reconstruct the prediction outcome from MHT. If a matching MAC
of prediction outcome is found in the memory, the receiver authenticates the beacon instantly. Otherwise, the
receiver authenticates it with the later TESLA key.

Open Problems

In addition to the main building blocks presented in Sec. 111, there remains a set of unexplored problems directly
related to VC security. In this section we outline the most important of these problems.

Secure Positioning: In VVC, position is one of the most important data for vehicles. Each vehicle needs to know
not only its own position but also those of other vehicles in its neighborhood. GPS signals are weak, can be
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spoofed, and are prone to jamming. Moreover, vehicles can intentionally lie about their positions. Hence the
need for a secure positioning system that will also support the accountability and authorization properties,
frequently related to a vehicle’s position.

Data Verification helps to prevent the forging attacks illustrated in Fig. 2. This can be achieved by a data
correlationmechanism that compares all collected data regarding a given event. A first example of such a
mechanism is presented in [4], where the vehicle has a model to which it compares received data before
classifying it as truthful, malicious, or unintentionally incorrect.

DoS Resilience: DoS attacks, and especially jamming, are relatively simple to mount yet their effects can be
devastating. Existing solutions such as frequency hopping do not completely solve the problem. The use of
multiple radio transceivers, operating in disjoint frequency bands, can be a feasible approach.

IV. SYSTEM FLOW DIAGRAM

Protocol Overview
The SPBA includes the process of generating a signature by a sender and verifying the signature by a receiver.
We introduce them separately. First, each vehicle splits its timeline into a sequence of time frames. Each time
frame is also divided into a sequence of beacon intervals, which we remark lo; I1; In. In a time frame, to sendthe
first beacon By for lg, a vehicle will perform four steps: chained keys generation, position prediction, Merkle
hash tree construction, and signature generation. To send other beacons in that time frame, the vehicle only
operates the last three steps.[37]
e Chained Keys Generation: At the beginning of a time frame, each vehicle generates n chained private
keys for the next n beacons. It uses one interval worth of private key for authentication as the TESLA
scheme. In the following description, we call these private keys TESLA keys.

No

l

No Unauthorized
Node

Yes

Check for the
malicious  at
the recesver

4
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Node

Fig 5: System Flow Diagram

e Position Prediction: At each beacon interval, each vehicle predicts its positionbroadcast in the next
beacon. To do so, vehicles model all the possible resultsof movements between two consecutive
beacons based on information of thepast trajectory.
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e Merkle Hash Tree Construction: After position prediction, the vehicle willconstruct one interval worth
of a public key and private keys. These privatekeys are associated with the results of movements. We
propose a MHT, whichties these pre-computed keys together and then generates a single public keyor
prediction outcome for all the possible movements. Rooti is the predictionoutcome for all the results of
movements from li-1 to li-1

e Signature Generation: After position prediction and MHT construction, avehicle signs the commitment
of the hash chain and the prediction outcomefrom MHT using ECDSA signatures, and broadcasts it
along with the firstbeacon BO in the time frame. For the rest of beacons such as B1;B2;....;Bn,the
vehicle signs the message and the prediction outcome from MHT using theTESLA keys assigned in the
intervals 11; 12; ...In;

Chained Keys Generation

Before sending any beacon, a vehicle _rst generates n chained keys for signing anda commitment KO like the
TESLA scheme, as shown in Fig. 6. As we mentioned before, the drawback of the TESLA scheme is that the
receiver needs to buffer packets some intervals before it can authenticate them. This might not be practical for
certain single-hop relevant applications where timing is usually critical. We modify the basic TESLA scheme to
support instant authentication, which allows the receiver to verify packets as soon as they arrive. In our TESLA-
based scheme, the sender predicts the next interval's message mi+1 in the interval li, and gets the prediction
outcome Rooti+1. To construct the beacon packet Bi, the sender picks the TESLA key Ki for li, and appends the
MAC over mi and Rooti+1 with KOi, respectively. The last item means the disclosed TESLA key. Here, the
notion j stands for message concatenation.We now briey present how our TESLA-based scheme works. When
the beacon Bi with the disclosed key Ki-1 arrives at a receiver, it allows the receiver to verify the beacon Bi-1
sent in interval li-1. Bi-1 carries the prediction outcome Root for mi. Therefore, the message mi can be
immediately verified with Rooti and Ki-1. Dealing with packet losses: If certain previous beacon, such as Bi+1,
is lost or dropped due to the poor quality of wireless channel, we cannot immediately authenticate the incoming
beacon Bi. However, we are able to authenticate it with the original TESLA signature MACKOi(mi), where the
TESLA key Ki is disclosed in or after interval li+1.

K_.H{K1:-I-- K ' H( KI} { H{I(i-‘—i}l'{i-]'ﬂ_"' L} |.{”
Lo Lo Proc
l K'ic1 | K'i K'is1 |
I Ii-1 I Ii I |i+1 Time
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MAC k., ( Root; ) IMAC &7 ( Rootjsq ) WAC K. .( RoOtiez
":. 2 K. i I'{i
Bi1 B; Bi+1

Fig 6: Chained Key Generation

Position Prediction

As position is the main source of uncertainty in beacons, we discuss how the sender vehicle predicts its own
future positions. For every two consecutive beacons, such as Bi-1 and Bi, SPBA requires the sender to model all
the possible results of the distance vector differences or movements between them. The output of this step is a
prediction table PTi in which each entry represents one possible movement between li-1 and li. Inspired by the
work, we also use a local coordinate to express the sender's future positions. We place the origin of this local
coordinate at the beginning position PO of the current time frame. A pair of orthogonal vectors (i.e., x and y) are
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also required, the scalar of which can be chosen according to a desired level of positioning accuracy. Here, we
are not interested in accurately modeling the mobility of a vehicle given the past trajectory, which is orthogonal

to our work. In this work, we would like to design a broadcast signature scheme working with an arbitrary
prediction model.[9]

Prediction Table

Results |]Movement
M, (1. 0)
M, (1 1)
M- (0. 1)
M, (-1. 0)
M (0. 0)
Mg (0. -1)
M- (1. -1)

Fig 7: Position Prediction

Merkle Hash Tree Construction

Given the prediction table, the vehicle needs to generate a single public key (or prediction outcome) for all the
possible movements. It first generates private keys, which are associated with the results of movements in PTi.
Then, a MHT structure is proposed to tie these keys together and generate a single public key or prediction
outcome for all the movements. A MHT structure is a binary tree structure where each leaf is assigned a hash
value and an inner node is assigned the hash value of its children. As shown in Fig. 3(b), for an entry Mk in PTi
(which shows that the vehicle will move to location Pi-1 + Mk with a certain probability in interval i),

. Root: =H(L15|L14}

Li=H(L|T:{Mi|Ra) -+  +++ Ls=H(L|T: |Ms|Ris)

dbdddddd

Fig 8: Merkle Hash Tree Structure

there is a leaf labeled as Lk in the MHT, where Rik is a random value to prevent signature forgery. Then, the
sender obtains Rooti, which is the predication outcomeof the message mi based on the prediction table PTi.[17]
Signature Generation After generating the commitment KO, constructing the prediction table with a local
coordinate, and producing the MHT's root Root1 for the next beacon B1, the sender broadcasts the first beacon
in a time frame. It contains public keys, time stamp TO, and other important parameters (such as, its local
coordinate system). The vehicle will locate the leaf node corresponding to Pi in the MHT, and broadcast the

necessary values and o_-path nodes of this leaf in mi. We define off-path nodes are the siblings of the nodes on
the path from one leaf to the root of MHT. For example, in Fig. 8, the car shows the leaf associated with the
current location and time. At T1, the sender moves to P1 PO + M2, associated with L2. Hence, m1 includes
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the random value and off-path nodes for the interval. To construct the signature of mi, the sender first picks the
TESLA key Ki Then, by performing the steps of position prediction and MHT construction, it obtains the root
value Rooti+1 for li+1. Finally, the sender signs mi and Rooti+1 with KOi. The signature of m1 includes the
TESLA signature MACKO01(m1) and MACKO1(Root2). Thus, except the first beacon, the broadcast Bi includes
the message mi, the signature Si, and the TESLA key Ki-1 which is disclosed for receivers to verify previous
beacons.[31] Reducing the communication overhead: As the random value and off-path nodes are contained in
the message, the size of beacon is larger than before. To reduce the communication overhead, we could decrease
the number of off-path nodes with Huffman hash tree instead of Merkle hash tree. Note that, if Huffman hash
tree is used to reduce the communication overhead, it will take effect only when an OBU predicts its movement
accurately

Self-Generated MAC Storage

In a time frame, as the _rst beacon BO is signed by ECDSA, a receiver will directly store KO, Rootl and To
verify B1 or B2, the receiver gets the TESLA key KO or K1, rebuilds the root of MHT with the information in
B1 or B2, and then checks whether the root matches the one signed in BO or B1. other local parameters if
itpasses the veri_cation. Except BO, when the receiver gets the signature of a beaconBi, it will store a self-
generated MAC to reduce memory cost. Algorithm 1 depicts the operations of the receiver. The security of the
basic TESLA scheme depends on the TESLA keys that remain secret until a predetermined time period. SPBA
builds on the basic TESLA scheme, so the receiver must verify the key Ki, which is used to generate the
signature of the beacon, has not yet been disclosed by the sender. If this security condition does not hold, the
receiver must drop the beacon, because it cannot assure the authenticity any more. Otherwise, it recomputes the
MAC of the signed prediction outcome with a local secret key SKloc: MACRSi+1 = MACSKIoc
(MACKOi(Rooti+1)). Note that, SKloc is only known by the receiver. The receiver stores this shortened MAC
(i.e., MACRSI+1) until the next interval li+1. The lifetime of MACRSIi+1 is one interval in memory since it is
only useful to achieve instant verification of Bi+1. The incoming Bi also contains the TESLA key Ki. The
receiver will check whether it can use Ki to verify Bi and some previous unverified beacons. To verify Bi, the
receiver _rst reconstructs the MHT's root node Root0 i. It then calculates the shortened MAC (i.e., MACOR Si =
MACSKIloc (MACKO i-1(Root0 i))), and compares it with the one stored in memory. If a matching MAC is
found, mi is authenticated and the receiver can free the memory. If none of the stored MACsmatch MACOR Si ,
the receiver considers that the prediction outcome of the message lost. Thus, it will compute the shortened MAC
of the message (i.e., MACMSIi = MACSKIoc (MACKOi(mi))), store mi and MACMSi (Line 15), and wait for
the later key for authentication. Moreover, the disclosed TESLA key Ki-1 might allow the receiver to verify
previously received messages and then free the memory. Here, we set the size of original MACs to be 160 bits
and the size of short MACs 32 bits. Given the interval of 100 ms as suggested by the IEEE standard, we will
prove that receivers could use shorter MACs to store Signatures without decreasing security. We also _nd that
the receiver's memory consumption is related to the packet loss rate in VANETS. Assuming the lifetime of
beacons to be N, we will discuss the upper-limit of memory consumption for SPBA.

Signature verification

For the first beacon BO, ECDSA signature can provide the property of non-repudiation. It helps the receiver
ensure that the sender is accountable for the parameters such as the initial position PO and the commitment of
hash chains KO, and thus prevents drivers from broadcasting malicious information. To verify the following
signed Bi, the receiver verifies the validity of Ki by following the one-way key chain back to KO signed with
ECDSA. It recomputed the root value Root0 i of MHT given relevant values in the mi, and checks whether it
matches Rooti stored in the memory. If not, the receiver will verify mi with the later TESLA key. The receiver
gets the tree root Rootl from the _rst beacon. In 11, it reconstructs L2 from the values (e.g., R12) in the
message, and calculates the hash tree root based on L2 and the off-path hashesL1; L10; L14. If the calculated
root H(H(H(L1jL2)jL10)jL14) matches Rootl, the receiver is convinced that the sender moves M 2 distance
from 10 to 11, being located at P1 = PO + M2. In 12, the receiver of B2 reconstructs the hash tree root as before,
and then does MAC operations towards the root with the keys K01 and SKloc. If the value matches MACRS2
stored in the memory, the receiver is convinced that the sender moves M7 distance from I1 to 12, being located
at P2 = P1 + M7. Public Key Rebroadcasting: As KO is only sent at the beginning of a time frame, if a vehicle A
encounters a vehicle C after C broadcasts its current 0, A cannot verify C's beacons until the next time frame. To
overcome this issue, we may consider that vehicle C signs KO by ECDSA with the certificate every second (10
beacons) on demand. Hence, after waiting several beacon intervals, the receiver A is able to authenticate
beacons. Here, we do not specialize how often vehicle C signs KO by ECDSA as we only give a general solution
of broadcast authentication in VANETS. It is absolutely possible to consider the length of time frame and the
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frequency of ECDSA signature when we have a specific application. The system designer can easily modify our
scheme according to the applications' needs. For example, in an application where time demand is tight, vehicle
A may send a requestpacket to vehicle C for KO, and C will return the ECDSA signature immediately. After
getting it, vehicle A can initiate authentication with this trust commitment.

Algorithm 1: Self-Generated MAC.
Require: Beacon Bi, Local secret key SKiqc

18.

\%

arwbdE

Check the security condition;

if not satisfied then

Drop the beacon

else

Compute

MACrsi+1 = MACSkioc (MACkoi(ROOt+1))
Store MACkgsi+1

if Ki.1 is valid then

Reconstruct the MHT's root node RootQi
Recompute MACOgrsi= MACskioc (MACKG,i.1(Ro0t))
if Search (MACOgsi) == 1 then

Accept mi

Free memory for MACRg;

else

Compute MACMs; = MACSkioc (MACKOi(mi))
Store mi and MACMSi

end if

Verify previously received messages

Free memory for mg and MACMSg (g < i)
end if

CONCLUSION

For virtual networks communications, here an effective, efficient and scalable prediction based algorithm is
used toresist the computation-based DoS attacks and packet losses in virtual networks. These technology can
greatly enhance the infotainment, safety, comfort, communication and convenience value of new vehicles. As
vehicles become “smarter”, security and privacy gain importance. Moreover, SPBA has the advantage of the
predictability of beacons lifetime for single hop relevant applications. To defend against memory based DoS
attacks, SPBA only keeps shortened MACs of signatures to reduce the storage overhead. By theoretical analysis,
enhanced SPBA protocol is secure and robust in the context of virtual networks. Through a range of evaluations,
SPBA has been reduced the loss rate to perform efficient even under heavy traffic places.
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